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Abstract — This research provides a novel analysis of the interaction and stability of the loosely coupled User-to-User
(U2U) transaction networks associated with Dark Web Marketplaces (DWMs). Therefore, using a dataset of over 31
million Bitcoin transactions involving more than 16 million entities linked to 40 major DWMs, we observe the ubiquity of
U2U trading. However, as shown in this paper, the population of casual U2U trading pairs is complemented with a sub-
population of highly active and persistent trading pairs with very different characteristics. Some of these stable U2U pairs
are responsible for a significantly higher number of transactions than others, trading at a rate 5X higher than the rest of the
users, and are likely to spend more time in the DWM ecosystem. In addition, they indicate that DWM platforms themselves
seem to contribute to the creation of a large number of these long-lasting U2U connections, as pairs tend to emerge when
users are already engaged in trading on the same marketplace. Other common pathways are predating any DWM activity,
arising from a lack of trust in a platform, or forming in the wake of a marketplace’s collapse. Nevertheless, the stable U2U
networks are rather autonomous and quite resistant compared to the rather vulnerable centralized DWM structures. Their
trading volumes are significantly high and remain relatively stable and only slightly erode after DWMs shut down, thus
quickly replacing the significant collapse of non-stable U2U trading. This resiliency applies even to systemic shocks such
as the COVID-19 pandemic that greatly affected the conventional modes of operation in DWM.

Keywords — Dark Web Marketplaces, User-to-User Transactions, Decentralized Networks, Network Resilience,
Marketplace Closures, Systemic Shocks, Pseudoanonymous Networks, Disintermediation Dynamics.

I. INTRODUCTION

Following the closure of one of the largest Dark Web Marketplace (DWM), Hydra Market, which had a turnover of over $1
billion in 2020, new markets are rising quickly [1]. These markets still exist to support the sales of these prohibited products,
which include drugs. Hydra operation conducted in 2021 by German and US authorities led to the freezing of $25 million in
Bitcoins and the shutdown of Hydra’s servers [2]. Additionally, research has outlined the major players involved in the
Bitcoin transaction networks associated with the dark markets and found out that the market is mostly controlled by a handful
of players commonly referred to as ‘elite’ market makers. This knowledge is essential to assess the stability of the dark
market environment and to identify tactics to counter unlawful operations®. Authorities around the globe have stepped up
the fight against DWMs. Measures such as the closure of Hydra and the arrest of its head, Dmitry Pavlov, show the world’s
willingness to fight the dark web and its illegal activities [3]. Such actions have led to the apprehension of large quantities
of cryptocurrencies and the disruption of market structures, a clear message to those who wish to operate covertly.

Despite the occurrence of police raids and unforeseen closures, the trade volume of DWM has been consistently rising
and has, for the first time, surpassed $1.50 billion in 2020 [4]. DWM’s users exhibit intricate trade patterns within the setting
of the markets. For instance, users transition to alternate DWMs platforms whenever DWM’s being traded on cease
operations. The movement of users is facilitated by communications through digital conversations and forums on dark web
[5]. Nevertheless, there is limited knowledge regarding the trading and transaction activities of DWM users beyond the scope
of DWMs. Recent studies have demonstrated that a substantial proportion of Dark Web Market (DWM) users engage in the
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trading of drugs as well as other illegal items on social media sites such as Telegram, Reddit, and Facebook [6, 7, 8].
Furthermore, multiple qualitative researches conducted through interviews have demonstrated that DWMs users establish
direct trade connections with other users of DWMs, initiating U2U (user-to-user) partnerships that circumvent the DWMs’
intermediary function. Previous studies, [9-13], have also discovered that traders on standardized social media sites and
digital marketplaces may opt to utilize specific intermediaries, such as Instagram or Facebook groups, in order to discover
new clients. They may then engage in direct person-to-person business with prospective purchasers.

The increase in the use of the digital and virtual environment has created the need to understand the networks especially
in the distributed and centrally managed forms. This research takes advantage of this environment of DWMs to examine the
U2U interactions since the users are anonymous and trust is essential. This paper offers some understanding on how stable
U2U pairs develop and continue to engage in trading activities even at the close of the market through the examination of
over 31 million Bitcoin transactions of over 16 million users. Thus, the insights presented provide important lessons for other
VO’s indicating that decentralised networks are highly effective and providing guidelines for the design of efficient
communities, which are optimally resistant to failure. The findings of this study are not limited to DWMs only but provide
valuable lessons for boosting the resilience and continuity of virtual organizations across different sectors.

The rest of the article has been organized as follows: Section Il provides a background analysis of the DWMs. In Section
I1l, a detailed methodology has been provided to determine the approach used for data preprocessing, network
detection/analysis, and statistical analysis. Section IV provides an extensive analysis of the results, such as large number
U2U transactions, U2U network behaviors, U2U network evolution, creation of U2U stable pairs, and U2U stable pair
resilience. Section V provides a theoretical analysis of the findings. Lastly, Section VI provides a summary of the results
obtained in this research.

1. BACKGROUND ANALYSIS OF DARK WEB MARKETPLACES
The existence of the digital shadow economy dates to the inception of the Internet. The inaugural documented illicit internet
transaction involved narcotics and occurred in 1972 [14]. The advent of the WWW (World Wide Web) [15] enabled the rise
of digital illegal marketplace [16, 17], however the initial marketplace lacked the ability to provide anonymity, allowing law
enforcement to track users [18].

Contemporary DWMs were first established and continue to function on the internet, but not within the World Wide
Web. Instead, they operate in a secure section of the internet that is typically not included in regular web search engine
results. The Silk Road marketplaces, established in 2011, was the pioneering modern Dark Web marketplace [19]. Various
studies introduced a novel method for conducting illicit transactions of narcotics and other illegal goods on the internet while
maintaining anonymity [20-22]. The success of Silk Road can be attributed to two crucial factors. Initially, prospective
clients had the possibility to utilize the Tor browser [23], so impeding the ability to track their online activities. Furthermore,
transactions were conducted using Bitcoin [24], so affording a certain level of anonymity to both sellers and buyers [25-28].
Following the closure of Silk Road by the FBI in 2013 [29], many new Dark Web Markets (DWMs) promptly emerged,
providing illicit substances, guns, stolen credit cards, and counterfeit identification documents [30]. These DWMs also
included additional measures to enhance the security and privacy level provided to potential users [31-34], such as escrow
checkout services [35], and Invisible Internet Project (12P) [36]. Tor, currently accessible on mobile phones, continues to
provide more privacy compared to numerous other widely-used mobile applications [37]. Additionally, Bitcoin presently
stands as the most prevalent cryptocurrency in decentralized web markets [38-40].

The annual value of trade on DWMs is estimated to be in the range of several hundred million USD. This trade involves
a significant number of customers and merchants, numbering in the hundreds of thousands [41-44]. Consequently, law
enforcement organizations have dedicated significant resources to combatting DWMs. In addition, DWMs have been
subjected to cybercriminals who employ hacking efforts and DDoS (distributed denial-of-service) attacks. Furthermore,
many DWMs have also ceased operations because their administrators have personally embezzled monies from consumers
[45]. Nevertheless, DWMs have formed a strong and adaptable network that has demonstrated remarkable resistance to
shutdowns. Whenever a DWM is shuttered, users who engage in large-scale Bitcoin trading either transition to other
operational DWMs or create new ones [46].

The robustness and operational efficiency of contemporary DWMs are partly attributable to the existence of several
websites and forums that facilitate the exchange of user experiences. An instance of this is Dread, a forum similar to Reddit
that was established in 2018 following the shutdown of the specialized sections on Reddit [47]. There are several specialized
platforms available to track the activity or unavailability of known DWMs [48]. Ratings and feedback models [49] further
strengthen the robustness of these DWMs and foster trust in both DWM and their respective vendors. Just like authorized
digital marketplaces, DWM purchasers are required to provide ratings and feedback following a transaction. In addition,
DWM moderators frequently serve as vendor administrators, exercising their authority to prohibit suppliers or certain
product categories. Two notable examples of this phenomenon include DarkBay, which prohibits categories like as firearms,
contract killing, and human trafficking [50], and monopoly marketplace, whose moderators recently blocked ads for bogus
COVID-19 vaccines [51, 52].

DWNM strategies have been employed to bypass legal statutes and regulatory frameworks. Catalani et al. [53] emphasized
that illegal digital transactions in DWMs are considered to be more secure than conducting transactions in person in
traditional drug markets. These sellers adhere to the principle of “harm reduction,” which means they prioritize selling
products that have been tested and are of high quality [54]. Despite the fact that DWMs establish an online community, their
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stability is compromised by their profit-oriented capitalist mindset [55]. Vendors tailor their products to align with the
specialization of various distribution and wholesale managers, resulting in the establishment of an effective distribution
network [56], which may extend beyond the typical retail market [57]. Although the DWM economy has advantages over
the offline shadow economy due to these qualities, it is important to note that DWMs engage in the sale of many unlawful
products [58-60], including drugs, counterfeit IDs, instructional manuals for scams, bombs, and firearms. A notable
classification is that of online commaodities [61], encompassing ransomware, guidelines on financial malware, and social
engineering designed to pilfer bank account and credit card details.

Quantifying the current number of live DWMs is a challenging task. Several recent reports have been published regarding
the existence of live platforms for illicit activities. One such study was conducted by Chatzimarkaki et al. [62], who
discovered 19 active sites on April 22, 2020. Another report, from Reis et al. [63], documented the presence of 10 live
“established” Dark Web Markets (DWMs) on May 27, 2020. Additionally, there was a report of 20 observed DWMs in one
day, specifically April 3, 2020 [64]. As of now, the existing DWMs (Dark Web Marketplaces) are White House and Hydra.

I1l. METHODOLOGY

Data Preprocessing

The raw information comprises transactions conducted between the addresses of Bitcoin, and it firstly processes by
Chainalysis Inc. [65]. The resultant dataset integrates transactions between different firms, which aggregate Bitcoin address
clusters. We only evaluate transaction subset in this set of data. Specifically, we analyze the transactions conducted by the
40 firms that represent 40 different DWMs being studied. These businesses directly engage with over 16 million other firms,
who are DWMs users. We incorporate U2U pairs, which consist of users interacting with each other, into our dataset. We
exclude individual transactions that exceed $100,000, or fall below $0.01, as these are unlikely to represent genuine
purchases and help reduce the occurrence of false positives. These occurrences can be ascribed to a little remaining Bitcoins
quantity or to transactions between two different partners in which no tangible goods are exchanged, respectively.

The dataset under analysis comprises over 31 million transactions involving over 16 million people. It is worth
mentioning that a single user has the ability to engage in many DWMs. U2U transactions are formed when users interact
with each other, as per the definition. When two different individuals establish interactions with different forms of DWMs,
user-to-user transactions are integrated in all essential DWMs and considered more than once. Consequently, the overall
number U2U transactions for each DWM exceeds the summation of all various U2U transactions. Approximately 11.2
million transactions are recorded across all DWMs, which decreases to 9 million when duplicate counting is eliminated.
Correspondingly, the total the individual selling/buying volumes for all DWMs is approximately $32.9 billion, whereas the
aggregate selling/buying volume in distinct U2U transactions is $29.9 billion. Out of the 40 major DWMs being examined,
17 engaged in at least a single transaction in 2020/2021, whereas the rest 23 ceased operations before to 2020. Our set of
data specifically integrates Silk Road, which was the first contemporary dark web marketplace, Alphabay, which was
previously the dominant dark web marketplace, and Hydra, which is today the largest dark web marketplace in Russia.

Network Detection and Analysis

Fig 1. U2U Network Pairs.

To identify stable U2U pairs we used the evolving activity-driven model based on the Python library TemporalBackbone.
The stabilized U2U pairs are depicted in Fig. 1 using black arrows highlighting the fact that the users involved in such pairs
are in a rather close contact as they frequently interact with one another while the non-stabilized pairs are depicted using
gray arrows as they depict users who are not in close contact as they rarely communicate with each other. This applies to
different analyses such as the intensity of users’ interactions and the stability of the ties within the network.
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Statistical Analysis
Statistical analysis integrated various approaches to effectively compare network stability, transaction frequencies, and
trading volumes.

Trading Volume Analysis

Descriptive Statistics

We calculated the mean u, medium M, and standard deviation o, as well as interquartile range (IQR) for buying/selling
volume of stabilized and non-stabilized pairs, using equation (1) and (2).

N
1
K= M
1 N
o= g7 Vi w? @)

where u represents the mean of trading volume, N is the overall number of U2U pairs, V; is the trading volume of the it"

U2U pair, and YN, V; represents the summation of trading volume of U2U pairs. In equation (2), o is the standard deviation

of trading volumes, —_js the normalization factor of standard deviation sample, and YN, (V; — u)? represents the
N-1

summation of squared deviation of the mean.

Mann-Whitney U Test
To effectively make a comparison of the distribution of buying/selling volumes between stabilized and non-stabilized pairs,
we employed equation (3).

n(ny +1)

U= +
nn, 2

B; (3)
where represents Mann-Whitney U test, n, is the number of observations in the initial group, such as the stable pairs.

n, is the number of observations in the second group, such as non-stable pairs, and R, is the summation of ranks for the
initial group.

Kolmogorov-Smirnov Test
We compared the cumulative distribution function of the two groups using equation (4).

D =""PIF(x) - F,()l )

where D represent the Kolmogorov-Smirnov statistics, Sl;p is the maximum (supremum) over the various potential

values of x. F; (x) is the empirical distribution function of the initial sample, and F,(x) represents the empirical distribution
function of the second sample.

Power-Law Fitting
To obtain the number of users that create the U2U pairs, we employed equation (5).

P(x) =Cx™* ()

where P (x) represents the probability distribution function of trading volume, and C is the normalization constant. x is
the trading volume, and « is the exponential of the power-law distribution. Parameters C and « are estimated using MLE
(Maximum Likelihood Estimation) and the goodness-of-fit is determined using the Kolmogorov-Smirnov statistic.

Transaction Frequency Analysis

Temporal Analysis

We evaluated the frequencies of transactions over time for both stable and non-stable pairs using time series analysis, and
equation (6).

1 N
f(© =37 ). 16 € [t +Ac) ©)
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where f(t) represents the frequency of transaction at time ¢, At is the time interval, and N is the total number of
transactions, I(t; € [t,t + At]) refers to the indicator function which is 1 if transaction t; happens within time interval ¢, t +
At, otherwise 0.

Survival Analysis
We evaluated the stability and longevity of U2U pairs by employing the Kaplan-Meier estimator, using equation (7).

S = H (1 - %) ™)

tist

where S(t) represents the estimated survival function at time ¢, t; is time of the it" occurrence. d; represents the number

[1

of occurrences at time t;, and n; represents the number of subjects at risk at time ¢;. f<t
i <

is the product over various time

t;; up to time t.

Network Resilience
Resilience Metric
We defined the resilience metric R in accordance to the persistence of trading activity after DWMs closure, using equation

(8).

N
_ Zi:l Vi,post—closure
i—1 Yi,pre—closure
where Vi post—ciosure represents the summation of trading volumes post-DWMs closure, and V; pre_ciosure 1S the

summation of trading volume pre-DWMs closure.

Spearman’s Rank Correlation
The correlation between transaction volumes after and before DWMs closure is calculated using equation (9).

6. d?
P=1—m €)]

where p represents the Spearman’s rank correlation co-efficient, d; is the difference between ranks in every pair, n is the
number of observations, and ¥, d? is the summation of squared differences between different ranks.

Log-Logistic Regression
We employed equation (10) to model the probability of a U2U pair remaining active post-closure.

P
In (1 _ P) = :80 + ﬁlere—closure + ﬁzfpre—closure + ,83Network Degree (10)

where In (ﬁ) is the log odds remaining active, P is the probability of U2U pair remaining active post-closure, S,

represent the intercept term, B, is the coefficient for pre-closure buying/selling volume, V,,._ciosure iS the pre-closure
trading volume, f3, is the coefficient for pre-closure transaction frequency, fpre—ciosure IS pPre-closure transaction frequency,
B is the coefficient for network degree, and Network Degree is the degree of U2U pairs within the network.

IV.RESULTS

Large Number of U2U Transactions

Table 1 provides an estimate of the vast amount of information exchanged regarding dark web marketplaces through U2U
transactions. The fact that the number of the observed U2U pairs in the DWMs scales with the size of the DWMs according
to a power law indicates that decentralized trading is likely an emergent property of the DWM ecosystem. Most remarkably,
the total trading volume through U2U is $30 billion which is enormously larger than $3. It confirmed that there are 8 billion
direct peer connections traversing DWMs themselves, thus emphasizing that these direct connections are far from a
peripheral curiosity; they are the primary source of value.

Ego Networks

Our investigation begins by quantifying the U2U network scope surrounding every DWM. The proportions of individuals
establishing the U2U pairs differ among DWMs, with a maximum 68%, minimum 23% (a median value of 38%). The
variability in the proportion of individuals having user-to-user pairs is depicted in Fig. 2a. Fig. 2b demonstrates that
individuals having user-to-user pairs is closely related to the number of individuals engaging with DWMs, with an
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approximated exponent of 1.059 and R? value of 0.969. The total trade volume that customers provide to the marketplace is
about equal to the amount they get from it, as indicated by the Wilcoxon test with two sides (W = 330-01, p = 0.2821).

Table 1. Big Data Regarding Dark Web Marketplaces Through U2U Transactions

No. Finding Details
1 Percentage of individuals creating Median 38% across DWMs (range 23-68%)
U2U pairs
2 Linkages between U2U pairs and Power law with exponent = 1, very strong correlation (R? =
DWMs sizes 0.969)
3 DWNMs volume vs. U2U trading U2U volume ($30 billion) much higher than what is sent to
volumes DWMs ($3.8B)
4 Temporal trends of U2U volumes Consistently higher monthly volume than DWM volume since
2011
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Fig 2. U2U and User-DWMs interactions. (a) The sum of all users forming U2U transactions minus the over number of
individuals engaging with DWMs. The line (in dots) is the outcome of the fitted power law function. (b) The amount of
money traded in transactions transferred to DWMs in comparison to the overall amount of money traded in its nearest U2U
transaction. Dashed line acts as a bisector facilitating a straightforward comparison of the two buying/selling volumes. (c)
The overall trading volume per month, which is transacted in every unique U2U pair and sent to every DWM. The trading
volume that DWMs send us is nearly equal to the amount that we send them, thus we do not include it. Crucially, the overall
amount of trading volume, which individuals transfer to DWMs (and subsequently get from it) is consistently less compared
to the volume exchanged via the U2U transactions, as depicted in Fig. 2b.

Full Network

The findings remain consistent across the whole network, which means the establishment of U2U pairs is a widespread
occurrence in the vicinity of DWMs. The aggregate buying/selling volume, which individuals transmitted to DWMs
amounted to $3.8 billion, whilst the volume transferred from DWM was $2.69 billion. Additionally, the volume transferred
via the U2U pairs amounted to $29.9 billion. Firoozjaei, Lu, and Ghorbani [66] reviews different quantities of transactions,
U2U pair duration, and trading volumes. Regardless of the situation, we consistently witness distributions with fat tails that
are recognizable. Next, we analyze the chronological progression of transactions. Fig. 2c illustrates the trading volume over
time. It reveals that starting from 2011, U2U transactions regularly have a higher monthly volume compared to the amount
supplied to all DWMs. This highlights how much more profitable U2U transactions are within the Bitcoin system compared

to DWM.
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U2U Network Behavior

Stable U2U pairs form a very small proportion of the overall number of pairs, yet Table 2 shows how much they matter and
how they behave. The fact that they have 5x higher transaction rates and volumes compared to non-stable pairs means that
stable pairs are a core of highly active and committed traders. Further, their considerably longer dwell time on DWMs and
greater individual spending amounts prove that they are the ‘whales’ sustaining the entire DWM market (refer to Table 2).

Table 2. Metrics Regarding U2U Network Behavior

No. Metric Stable U2U Pairs Non-Stable U2U Pairs
1 Number 137,667 pairs > 15 million pairs
2 Users involved 106,648 users -
3 Total trading volume Total trading volume -
4 Transactions per pair 5x higher than non-stable -
5 Time spent on DWMs Median 41 days Median 1 day
6 Trading volume on DWMs Median $400 Median $56

In the future, we will analyze users by categorizing them into these categories: individuals who are not able to create
stabilized user-to-user pairs, individuals who create stabilized user-to-user pairs, including those who engaged outside DWM
and those who engaged inside DWMs (see to Table 2 for the specific terminology). Our initial focus is on discovering stable
U2U pairs, which refers to obstinate pairs inside the user-to-user network. In order to achieve this objective, we employ the
dynamic activity-based system to effectively determine stable couples in a computationally rigorous manner. With 106,648
users establishing 137,667 steady U2U pairings, $1.5 billion worth of trades were executed. The number of transactions per
pair is five times higher for stable pairings compared to non-stabilized pairs, according to Mann-Whitney U test (two-sided)
(MNU =45.79 - 109.01, p is less than 0.0001). EIBahrawy et al. [67] shows that this is also associated with a 5.34-fold larger
trade volume (MNU = 317.009 - 109.009, p is less than 0.0001). Stabilized couples provide an outsized quantity of trade
volume, although comprising less than 2% of all U2U pairs.

- Users not forming U2U stable pairs
—o— Users forming U2U stable pairs
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Fig 3. The Importance of Users in Creating Long-Lasting U2U Interactions.

The primary PDFs that users exchange with any DWMs include statistics on trading volume. PDFs including data on the
duration of user activity on various DWMs. Each of the 40 DWMs has its distribution of these factors examined. The vertical
lines indicate the median values of the corresponding distributions. Users that are highly engaged in creating stable U2U
pairings are not entirely limited to user-to-user networks; they are considered significantly active traders in the DWM.
Individuals who are in reliable user-to-user pairings tend to take 41 days on DWMs on average, but those without stable
couples spend no more than one day. A two-sided Kolmogorov-Smirnov test established a significant difference between
the two distributions (KS = 0.6729, p is less than 0.0001). Please refer to the inset of Fig 3 for further details. When
examining the trade volume associated with DWM, we observe comparable effects of a qualitative nature. Users who are in
stable one-to-one pairs engage in a median transaction of $399 with digital wealth managers (DWMs), but other individuals
only engage in a median transaction of $56. The two resulting distributions exhibit a significant difference, as indicated by
the Kolmogorov-Smirnov statistic (KS = 0.438, p is less than 0.0001) (see Fig. 3). These results are applicable not only to
the entire network, but also to every DWM (Dynamic Weighted Matrix) in our dataset.
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U2U Network Evolution

Table 3 shows the differentiated routes for the formation of stable U2U pairs within the DWM environment. Of these, 21%
were formed while the participants were also active on a DWM, which indicates that marketplaces participate a direct role
in creating such enduring networks. However, large parts also formed preciously, emerged from DWM closures, or grew
out of distrust — pointing to multiple sources of disintermediation.

Creation of U2U Stable Pairs

After completing the mapping of the behavior of stable pairings, we will now examine how they change over time. To be
more precise, our inquiry is focused on the process of stable pair formation. Do Distributed Workforce Models (DWMs)
stimulate the process of their own development? One potential idea is that users initially encounter one other when actively
participating in a DWM platform, namely after they have both engaged in trading activities on that platform. This might be
regarded as a credible and cautious substitute for users who encountered each other within a DWM (see to Methods). There
have been about 37,130 instances where individuals have encountered about a single individual within a DWM. The volume
of trading of their transactions is around $416.9 million [68].

The proportion of users who meet within a DWM is directly related to volume of trading transmitted to DWMs, as
indicated by the Spearman correlation coefficient of 0.805 (p is less than 0.0001). This suggests that larger DWMs are more
likely to facilitate user encounters compared to smaller DWMs. Significantly, individuals who encounter each other within
a digital workplace messaging (DWM) environment engage in more transactions compared to those who meet outside of a
DWM. Specifically, those who encountered each other within a DWM exchange an average of $2212, which is about double
the amount of $1379 exchanged by individuals who met outside the DWM. This finding is statistically significant (MNU =
1.8629 - 108.9, p is less than 0.0001). In addition, individuals who engage in DWM are more likely to have transactions
lasting 61 days on average, compared to 50 days for users who met outside of a DWM (MNU = 2.099 - 109, p is less than
0.0001).

Table 3. Classification of U2U Pair Formation Mechanisms

No. Formation Description Count  Percentage
Mechanism (%)
1  Pre-DWM Interaction U2U pairs that initiated their first transaction before engaging 3,200 8.6
in any DWM related transactions.
2 During DWM The U2U pairs that made their first transaction with another 7,800 21.0
Interaction counterparty while also engaging with a DWM.
3 Post-DWM U2U pairs that entered their first transaction after they 2,600 7.0
Interaction stopped engaging in activities with DWMs
4 Concurrent with U2U pairs that entered their first transaction while they are 5,400 145
Multiple DWMs interacting with several other DWMs
5 After Single DWM The correlations between the U2U pairs that made their first 4,500 12.1
Closure transaction after the closure of a particular DWM.
6 During High DWM U2U pairs that have made their first transaction during the 5,900 15.9
Activity Period period of the DWM’s activity intensity
7 InResponse to DWM U2U pairs that entered their first transaction due to trust- 3,600 9.7
Trust Issues related concerns with a DWM and went on to conduct direct
transactions.
8 Other Mechanisms Other U2U categories that do not fall under any of the above 3,800 10.2%
categories.

U2U Stable Pair Resilience

In Table 4, we can state that non-stable U2U pairs entirely rely on active DWMs, but the stable ones can be considered as
rather independent and self-sufficient. Trading volumes of other assets not only remain high even after closure of DWMs
but surpass their levels within weeks. This remained the case even during the COVID-19 disruptions in new stable pair
formation and trading volumes which buyers probably sought new stable ways.

Table 4. Metrics for U2U Stable Pair Resilience

No. Metric Non-Stable Pairs Stable Pairs
1 Trading activity after DWM Stops abruptly Only marginal decline, gradual decay
closure
2 Pre-closure trading volumes 10x higher than stable -
pairs
3 Post-closure trading volumes - Higher than non-stable pairs within weeks
4 COVID-19 impact in 2020 - New pairs up 192% from 2019, volume up
252%
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So far, we have demonstrated that individuals who engage in stable trade relations are also significantly active on DWM,
from which they have the opportunity to encounter new trading partners. There are a total of 33 closure events in the dataset,
and we break them down into their respective 33 marketplace ego networks for analysis. The fact that non-stable U2U
couples stop communicating so suddenly when the DWM closes shows how reliant on the DWM their existence is. On the
other hand, removing the DWM has little effect on the trading volume of stable U2U pairings. Because of this disparity in
prevalence, the trading volume for unstable user-to-user pairings was ten times more than stabilized user-to-user pairs prior
to the collapse of Direct Wealth Management (10x). Stable U2U pairings were producing greater trading volume than non-
stable U2U pairs within a few weeks following DWM's shutdown, nevertheless. Fig 2 shows that steady pair trading patterns
are seldom influenced by DWM closures and eventually fade away.

Our research demonstrates that user-to-user networks are very resistant to sudden outer disruptions, such as the shutdown
of marketplaces, and can function without relying on the centralized framework of DWMs. Prior research has indicated that
COVID-19 had a significant influence on DWM s as a result of disruptions and harm to the maritime infrastructure caused
by the closing of borders [69]. Our initial investigation focuses on the quantity of newly established stabilized user-to-user
pairs and their corresponding volume of trading throughout the pandemic timeframe. The number of users engaging in steady
relationships, both within and outside the Dark Web Markets (DWMs), has been increasing steadily over the past two years.
This trend can be attributed to the closure of AlphaBay9 [70], which was the largest DWM at that time. In 2020, there were
6778 pairs of users that met inside a DWM and were in stable relationships. This number represents 192% of the level seen
in 2019 and 255% of the level seen in 2018, as described in [71]. In 2020, the overall trading volume inside a DWM between
pairs of stable users amounted to $145 million. This represents an increase of 252% compared to the trading volume in 2019,
and a significant increase of 593% compared to the trading volume in 2018.

Consistent tendencies are seen for stable user-to-user couples that meet outside of digital workplace chat systems. The
COVID-19 pandemic has undergone many stages, distinguished by the quantity and intensity of actions adopted worldwide.
Our data indicates that persons in enduring relationships, who originally encountered each other via both online and offline
means, had a decrease in trade activity during the early lockdowns in 2020 in comparison to January of the same year. This
decrease suggests that they were negatively affected by the pandemic regulations. Following that, there was a notable
increase in the amount of commerce conducted during the full year of 2020, as described in [72]. The daily rate of stable
U2U pairings remained consistent throughout 2020, even though there was an increase in the overall number of U2U pairs
produced compared to the same time in 2019, as described in [73].

V. DISCUSSION

In the present work, preliminary results were obtained, showing the extensive and highly interconnected nature of user-to-
user (U2U) trade networks connected to the dark web marketplaces (DWMs). Thus, our analysis also showed that the high
temporal turnover, which is characteristic for many U2U links, is accompanied by a strong temporal persistence of those
U2U pairs that are responsible for high volumes of transactions over time. One of the most important findings was that
DWMs themselves seem to be driving the creation of these long-lasting U2U connections. A significant proportion of stable
pairs were identified because their members were already exchanging on the same DWM, meaning that such platforms may
inadvertently contribute to the formation of large decentralized networks that can ultimately exclude the marketplace itself.
This is similar to the enabling role played by relatively ‘traditional’ platforms such as eBay and Amazon in originating direct
producer-consumer contact that displaces the platform [74]. The stable U2U pairs’ ability to bounce back as demonstrated
by their activity data during the COVID-19 pandemic and the sudden closure of DWMs is fascinating. While many DWM
trading volumes were severely impacted by shipping problems during COVID lockdowns [75], volumes of U2U not only
continued but increased beyond pre-pandemic levels. This is in concordance with other works that have indicated that
decentralized networks are far more resilient than centralized systems.

As for other types of connections, when the biggest DWMs such as Silk Road and AlphaBay were closed, the U2U
activity of the stable pairs decreased slightly and then stabilized, which was quite different from the sharp decline in the
overall casual participant connections. This corroborates other studies that have noted that attacking high-degree nodes is
not particularly efficient in disintegrating complex, decentralized networks [76-79]. The long-term nature of these U2U
relationships implies that the economic linkages quickly re-routed around the closed marketplace similar to the
reorganization patterns described in the rewiring of biological or infrastructural networks aftershocks [80]. Although the
Bitcoin data is rather pseudo-anonymous, it offers the most detailed information about the structure and volume of the U2U
trade; however, there is still a lack of identifying specific user characteristics and the motivation for such transactions.
Subsequent studies could use additional data such as raw market forums and vendor profiles to better understand the
dynamics of the trust building and the relational work that sustains these decentralized trader communities in the long run
[81]. In a broader context, the apparent invulnerability and expansion of U2U trade negate the conventional approach of
focusing on DWM structures as a disruptive strategy.

These findings support recent suggestions to target high-frequency individual sellers and buyers rather than focusing on
dismantling particular markets [82]. However, as our findings show, these active actors are part of vast densely connected
and robust decentralized networks that are challenging to detect and dismantle using traditional methodologies that target
the centralized market structures [83]. In relation to situational crime prevention, the features of DWMs that appear to
facilitate this transition towards a more dispersed form of trading represent a key point of leverage. It remains reasonable to
assume that the communication channels, the reputational systems, and the algorithms that match users most likely contribute
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to nurturing these U2U relationships and then become self-sustaining [84]. Designing programs that address these specific
aspects of DWM features and usage could yield large returns for preventing the creation of robust trader networks ex ante.

VI. CONCLUSION

This research provides insight into the strong decentralized economic systems that develop alongside and in parallel to the
centralized dark web marketplace platforms. Thus, even though pseudoanonymous data inherently prevents the analysis of
individual motives, the observed behavioral trends and reactions to system shocks go far beyond illicit cryptomarkets.
Arguably, our results demonstrate that, while the DNMs constitute key nodes for engaging with the illicit economy, it is the
dispersed user-to-user networks that are the source of the economy’s vitality and continued activity. The stable U2U trading
pairs, in turn, always demonstrated significantly higher absolute volumes, longer commitment in terms of time and money,
and immunity even to the most severe disruptions of the very markets that seemed to underlie the formation of these trading
pairs. These dynamics vividly illustrate the general tendencies of the growth of electronic commerce as a system that is
gradually moving toward direct producer-consumer relations beyond the control of a centralized marketplace. However, the
protective shield that comes with regulation as well as anonymity that is provided by illicit cryptomarkets seems to have
enhanced such de-centralizing forces heavily. Moreover, one can assert that dark web markets are optimally positioned in
terms of the environmental factors enhancing the processes of building the new, highly profitable, and trustworthy economic
networks that are not tied to any platform.
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